








—
(0)

Over half (52%) of the students who
experienced cyberbullying stated that
it really affected their ability to learn
and feel safe at school.







14.2% of youth were victims of offline dating violence

11.1% were victims of online dating violence
81.1% of victims online were also victims offline

62.9% of victims offline were also victims online







Sexting

23.2% received a 14.3% sent a naked
naked or semi- or semi-naked

naked image of image of themselves
someone from to others
school

23.8% have been 1.3% asked
asked to send a someone else for a
naked or semi- naked or semi-
naked image of naked image of

themselves themselves
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I got a better way ofr doing
it my own way since you
think you can get a way
with it

¥ © 88% ==

6:55 AM

Edit

You are going to pay the

sum of 200,000
thousand U.S.D to
someone that will help me
get it done, if you fail to

. comply | am going to post
your nude pictures online,
tagging all our family

members, and even your

colleagues at work,

| got all their names on
Facebook and twitter
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Sextortion Victims (2019):

5.9% of Males and 4.7% of Females

interest in this behavior, it has yet to be empirically examined among adolescents.
The current study fills this gap by exploring the prevalence of sextortion behaviors
among a nationally representative sample of 5,568 U.S. middle and high school
students. Approximately 5% of students reported that they had been the victim
of sextortion, while about 3% admitted to threatening others who had shared an
image with them in confidence. Males and nonheterosexual youth were more likely
to be targeted, and males were more likely to target others. Moreover, youth
who threatened others with sextortion were more likely to have been victims
themselves. Implications for future research, as well as the preventive role that
youth-serving professionals can play, are discussed.
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School Climate and Online Problem Behaviors
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% Victims of Cyberbullying % Cyberbullies % Received Sext % Sent Sext

@ School Climate Low (12 schools) @ School Climate Medium (12 schools) @ School Climate High (3 schools)

Note: low, medium, and high school climate scores are only relative to this particular sample.
On a scale that ranges from 0-3, the average score for each category was: low (1.55), medium (1.71), and high (1.90).
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HC COmpliments v Following = Message | **

Timeline

71 mutual friends including Euda Widnie Fils and
Matt Sax

Studied at Harriet L. Wilkes Honors College of FAU
Lives in Jupiter. Florida

From Jupiter, Florida

FRIENDS

About

Friends 71 Mutua Photos More ~

-4 HC Compliments
)

Sameer Hinduja is the most authentic person | know. He genuinely cares
about all of us, and when | talk to him | feel like he gives me 100 percent of his
attention. He is a brilliant speaker, a great professor and an even better friend

5 You, Babita Hinduja, Jenny Bolt Price, Joe Brittian and 25 others like this

Zach Humphrey Extremely agree. Love you Sameer!
\pril 2 Unlike - o2

% Harrison Clyde Couldn't agree more
24 a Unlike - /52

F Sameer Hinduja Wow, thanks so much!!! | was thinking | want to know who is
behind this but then | decided | definitely don't want to ever find out (%)

Like - /54




humansofny

5,019 9.5M 166
Posts Followers  Following

Humans of New York
New York City, one story at a time. Currently posting
stories from Hong Kong. E&
www.patreon.com/humansofnewyork

Followed by jennyboltprice, ibpaworld

and 47 others
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470 likes

humansofmsd (%2)"It wasn't so much being
cognitively aware that | was different, but intuitively
knowing that | was different. Something just felt
wrong. There were like three distinct moments | can
remember: once was when | was in preschool and |
remembered that something was off, once was when
| was in elementary school—it was more so an
intuitive feeling where there was a full array of
emotions that | realized that | was not exneriencina—
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Cyberbullying PSA

588 views * Mar 17,2020
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= 3 YouTube Search Q B A @

Why aren’t you answering me.

#RespectFest2020 #TeenDatingViolence #LovelsRespect

Choose Respect: Teen Dating Violence Student PSA: Distraction (2020)

248 views * May 21, 2020 LIKE DISLIKE SHARE SAVE
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Jebsidh AREE17

Hey hun, what are you doing?

Dameon // lzl ,P!\Hl_l
Nothing much, just thinking of you.

What R U doing? J
stsla ./ PM ‘: '

Just got out of the shower, now
getting ready for bed

Dameon // 9:1€

Nice, I'm glad | got to spend time
with you today! | love you boo!

P Pl o) 015/145

PSA: The Dangers of Sexting

2,883 views * Premiered Jan 27, 2020

&l 0 A& SHARE =} SAVE










Students with low empathy were 1.8 times
as likely to bully someone at school in the
last 30 days and 2.3 times as likely to
cyberbully someone in the last 30 days.

Students with high empathy were 2.3 times
less likely to bully someone and 2.7 times
less likely to cyberbully someone.
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Punposeful G of Kindness

Planner and Log

Date

Purposeful Act of Kindness

Random Act of Kindness

No Act of Kindness,however small,

IS ever wasted.,

-Aesop










Resilience mean score (range 0-4)

Chart 3: Cyberbullying and Prosocial Responses

274
271
266
261
2 51 2 51
2.43
238 I

Nothing Logged Blocked Deleted Called Changed Reported Reported
out them account police screen to site  to school
name

What did you do?
(those who were cyberbullied at least once in lifetime (n=376))
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msroshlapuz Girls just wanna have fun ﬁ ‘i"\'f
#slumberparty #girls @) #girlsrule #squad @
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Digital Citizenship Activities
Ten Ideas to Encourage Appropriate Technology Use Among Stud
Sameer Hinduja, Ph.D. and Justin W. Patchin, Ph.D.

| VOICING YOUR OPINION. Ask your students what they think “digital citzenship” is. and how it should affect their attitudes a
chance to voice their opinion. and many will grow in their understanding of what s right and wrong as they consider their peers p
verhalized and discussed. Go zround you think your ¢ what they be:
habl to convey 2o and take the time to work throug

]

why they e not the best thing to do

2. GOOGLE YOURSELF. Ask your students to use Google {or other search sites) 1o see what they can find 2bout
themselves. Have each student preseat in class what they found, aad if zay of the conteat they discovered was un-
settling or zlarming Remind them that i and scholarshi

are increasingly looking. and will find that nnmm!end Juﬂgﬂhun by it They need to deeply comprehead that their
dightel make or break them of cautionary tales onling of teens just ke them who are
now dealing with tremendous egvel snass hezdzche. and hertache - ask your students to find some. Discuss how
thase feens co. iy to zvoid such Finally. encourage students to tlean up their
social mede accounts and any other sites that mey undermine oters’ perceptions of thei cheracter. integry, 2nd
matgrity.

‘3. BEING WISE WITH YOUR PHONE. We 2ll know that sy thair phanes by taking explicit
then send them to others. D do not full 1sequences of that behaviar. For e

d i formal letter of the law. Their images could go viral. 2nd thelr reputa
pornography rings. Get students 1o research the sextiag laws in your st
sexts sent privately betwaen two pmuw havehecjmeve;y very pablic.Is it ever an okay idea 10 take and send these pictures or

ueaung ting child pornography according

4. STOP CYBERBULLYING. Cyberbullying remains a very relevant topic for teens. Most haven't been targeted. but many have s¢
care about. They have probab.y heard about the suicides linked to bulying and cyberbulying in the mediaand so they can concel
to understand that hool won't tolerzteif, there sences. it may be illegal that wh i in cybersp

seriously messes up bvas. Have your students write a two-page paper explaining what they ars seeing happen among their peers
‘spond to thase who bully others {anline o off). and what the school can and should do to prevent the problem from getting out of
findings from their online searches about the extent of cyberbullying amang teens, and be eacouraged to share any personal stor

5. PROTECT YOUR PRIVACY AND BE CAUTIOUS OF ONLINE STRANGERS. Show YouTube vidsos depctirg the dangers benii
dents should know that they cannot trust everyone they meet. friend, or follow on social media. There are weird. creepy, and pen
grooming them and setting them up for harm behind what seems to be 2 harmless persona or sacial media profile. Students neec
and who they trust. Thase wha have been kidnapped, sexuelly essaulted. or otherwise victimized probably never thought it would
to understand that they should not 12ke any and their ives to those they really

COMES 10 oening up

6. DON'T 0D DN TECHNOLOGY. Itis an awesome privilege to be ble touse the Intemet at any time and from nearly |9
eny place, but there s such a thiag zs overdasing on technology. Too much fime with their devices czn affect 2 student’s
physical. psychological, and emotional well-being. and 2iso compromise other areas of their lives. Help students 1o un-

7. GIVE CREDIT WHERE CREDIT IS DUE. s so easy to use pictures. videos. and text that students find on the Web or social
‘media for their classwork, homewark. 2nd other projects outside of schaol. Many times. though, students are unknowingly engaging
incopyright infringement and plagiarism. In addtion. students often find and download movies, music. software. books without

ppropriately paying for them. This is legal, property theft or digital piracy. Have youth write an ancny-
‘mous list of things they have done that might be llegal and then collect them and read them out loud. As you go through them oral-
Iy, take the fime to discuss with everysne why certain actions are poputar and easily rationalizable, but wrong. Spell aut the conse-
quences for getting caught. and brainstorm appropriate alternatives.

8. SHOW YOUR CREATIVITY. Similar to science fair projects in which many runaDigital Citi-
2eaship Fair. Have youth tap into their creative side to coastruct a submission, These could involve posters that display 2 painting,
drawing. digital creation. cartoon of comic, essay. poem. rap. photo, or anything else to raise awareness of a digital citizenship
Issue. See if you can make it a huge event that | bout. and lades to the best of the bestt

9.DISCUSS SCENARIOS. Engage your students in a healthy dialogue and debate about specific examples of misuses of technology. After splitting students up into
‘groups of 3-5 each. give each group one of the following scenarias:

.Raj hides in a girls bathroom stall at school, uses his phone o take pictures without their permission, 2nd posts them on Instagram under an anonymous name.

b.LeBr teacher's school [2ptop so that
Teacher lost his job for displeying pornagraphic images to minrs,

an icon 10 load her PowerPoint presentation. it loads up 2 porn site in her web browse instead. The

c.Billyisat the fhen he sees h
video onlin on YouTube. znd broadeasts a link to the videa on Twitter

girlin the theater. Billy quickly takes out his phane. records a video of the two kissing. posts the

d. Kyl with Fortnite. Immediately from school, for hours on ead. His only group of friends are those online who
play with him, and are known as his “gang.” One day, Kyle went onarant g all of p them in Playground mode. His fiiends gor really
upset, and threztened to kick him out of the gang. In the coming weeks. Kyl I d friends which, again. are all he has.

& Naveen s taking a test and needs help with two questions. and so he decides to text his best friend Matthew to have him search online for the correct answers

. Mel Ling real'y wants the new Drake album that just came out, but cannot afford it So, she gets on BitTorrent and downloads It for free.

g Angelina i jealous of her s new ge
her

Tumor about her on Snapchat i hapes of him deciding fo then break up with

Haye each group anzlyze thelr sitsation and present their ideas for how to prevent and respond to the whole class.

10. PRODUCE PUBLIC SERVICE ANNOUNCEMENTS. Assign the students info groups so they can brairstorm and w h llic service an-
nouncement (PSA) video on digital citizenship. They can tackle any area. just make sure that students across your class choose a varlety of subtopics. This video should be
around 30-90 seconds n length. Build into well - that way have an incentive ta take this seriously while also having fun
When they are finished. watch them al s a group, d perticipant in some way. 2ad joltly the “take home” points of each. Also consider
shering them across your school community with the help of the edministration!

CYBERBULLY]NB

derstand this, and determine i they need more belance. Get them to Gevelop a creative way toknow when “enaughis
enqugh.” Challenge them to log o for  specified period of fime each dzy (sey. from 3-5pm) for a week.and then discuss
howil weat
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Jenny Williams posted on Twitter
that | better watch my back
because she's sick of all the
drama | cause, and | seriously
think she's going to jump me
after lunch tomorrow because
everyone is talking about it and
I'm a little freaked out

Me: 8:42 PM
Thanks, we will keep this

confidential and make sure you
are safe at all times at school. We

will investigate the tweet as well,
but you must provide both your
twitter account and Jenny's.
Please come see me when you
aet to school in the mornina. as
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Tie Efforts into Identity
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Coronavirus, Online Learning, Social Isolation, and Cyberbullying: How To
Support Our Students

The coronavirus (COVID-19) has taken the world by storm and disrupted so many aspects of our lives. As an educator, I'm always thinking about
how historical phenomenon might affect (in positive and negative ways) the personal and professional success of our students and this disease
has me concemed on a number of levels. Obviously, __.




