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Students, families react after school swatting calls
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FALSE ALARM CAUSES MULTI-AGE
TO WEST MIDDLE SCHOOL
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Lockdown lifted after report of a gun at Aurora middie school
Octoher 3012023

AURORA, Colo. — A report of a firearm at an Aurora middle
school forced the school to be locked down on Monday. The

lockdown beganjUSt after noon

Aurora Police said the report was made for East Middle
School, at East 13th Avenue and Fraser Street. Police sad

no gun was found and that the lockdown WaQS lifted
just after 2 p.m.






For Everyone In Lockdown It
“relit Real”



All incidents
Shooting

7.9%

All other incidents

28.3%

False report

63.8%

@ 2015-2023, The Educator's School Safety Network,
www.eSchoolSafety.org

“According to our research,

The most frequent violent incident
in the 2022-2023 school year was
a false report of an active

shooter (Swatting)”

The Educators Safety Network



False reports as percentage of all incidents
2022-2023

False reports All other incidents

446 253

346%

2018-2019

All other incidents

305
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False reports
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IN FALSE
REPORTS

69 © 2015-2023, The Educator's School Safety Network, www.eSchoolSafety.org
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How do we balance it all?
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If they don't feel safe Teachers







LOCKS, LIGHTS, OUT OF SITE







Bulld it and they will come

Sen 2019 - Started the project with GCSD
Mar 2020 - Started COVID

Jun 2020 - Started Losing it

Aug 2020 - First Working RedBag MUP

Apr 2021 - First full scale lockdown drill Fox Ridge

Fall 2021 - CCSD District wide Rollout

2021-24 - CNIE +13 More School Distri —
L] -
ore School Districts
- - -
Fall 2024 - APS District wide Rollout e
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Love having the red bag. to have communication N
Good work, 1 like red bag

This is a wonderful tool that takes much of the |

| do feel much safer with the ongoing announcements/communication
through the app... : "l loved using the QR code, so easy
and quick."
Thank you so much for this program. It :
| appreciate the red bag and QR code for information

This is my first time ever using Red Bag and | can confidently say | felt 'm a big fan of the red bag protocol. It make me
safer and in a lockdown drrill than | ever have! feel much more supported and 1 1 in the

case of a situation.

Thank you! The red bag is awesome and a great safety tool.
Thank you! The red bag is awesome and a great safety tool.

"| really liked the updates that it provided. | feel if we had RedBags are amazing!
a real one than | have ever felt before. Thank you!"

| like the chat feature, | had a student who really had to use the restroom after we

ere cleared. _
W “The red bag system is preferable to other systems | have used."









Response IS Trained







GET BEHIND A LOGKED DOOR
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“In the attacks that have
occurred in the United States,
no shooter, to our knowledge;
— 7]
has breached a locked door...
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Grandview

Print page  Site Tasks

Total Rooms 1} Rooms checked In v Total Counts Incident Time O] Bag Check-ins

255 126 Adults: 222 Started: February 28th 2023, First bag: 9:14:31 am
Students: 2026 9:13:50 am Last Bag: 9:40:38 am
Ended: February 28th 2023, Elapsed: 26 minutes
10:36:34 am
Elapsed: an hour

() Rooms with issues

5

Room Status Distribution Checklist Completed Distribution Classroom Responses by Time

No Responses [l No Issues Issues M Emergency I 0-3 min 3-6 min M Greater than 6 min I Responses

A A A A A A A

Name ¢ Checklist Completed ¢ Time To Complete Checklist ¢ First Responded ¢ LastResponded ¢ Time to First Response ¢ Time to Last Response ¢ # of Responses
L124 (1) 9:14:52 am a minute 9:14:31 am 9:14:52 am a few seconds a few seconds Adults: 1, Students: 7

u217 9:15:02 am a minute 9:14:33 am 9:51:29 am a few seconds a few seconds Adults: 1, Students: 21




Question 1: I am confident that I can respond to a real emergency at my school.

Answer Percent ]
Not at all Confident 112% | am confident that | can respond to
Slightly Confident 2.25% a real emergency
Moderately Confident 22.47% ol
Very Confident 74.16% 10.00%
Total N/A 60.00%
50.00%
40.00%
30.00%
20.00%
10.00% 1.12% 2.25%
0.00% — R L
Not at all Confident Slightly Confident Moderately Very Confident
Confident
Question 4: RedBag is an important tool that helps keep my students safe during an emergency.
Answer Percent | Count
I Agree 95 40% 83 RedBag is an important tool
I Disag['ee 4609/0 4 120.00%
Total N/A 87

100.00%

80.00%

60.00%

40.00%

20.00%

0.00%

4.60%

| Disagree




Lessons Learned:

IS only part of the safety solution

You can't buy happiness






Lessons Learned:

TRUST




Lesson Learned — Leadership:

Learn to make good decisions when things happen

Always Follow your protocol
Practice decision making

Bring safety teams together
Debrief and hotwash everything
Practice using all your tools



ALWAYS FOLLOW YOUR PROTOCOL
7w a i @

TRUST
COMPLIANGE




High Risk, Low-Frequency Events in Public Safety - Today's Tip from Lexipol

NON-DISCRETIONARY
TIME (NDT)

HIGH RISK
LOW FREQUENCY

DISCRETIONARY
TIME (DT)

LOW RISK
LOW FREQUENCY

HIGH RISK
HIGH FREQUENCY

LOW RISK
HIGH FREQUENCY
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Leverage the tools you have

Chat with help - Room 1

lan Lopez - Director of Safety & Security To All
= 2:35:12 pm 9
You are SAFE. The PA
announcement will be made in a
few minutes. You can move to
HOLD-after-LOCKDOWN once the
announcement is made. You can
turn on your lights, but please
remain in your rooms and talk
quietly. Safety Teams will be
coming to your rooms shortly to
check on you.

Good. Anything else we can help with.
2:33:52 pm « IAN LOPEZ (DIRECTOR SAFETY & SECURITY)

Several kids need to go to the bathroom
very soon.
2:34:21 pm - YOU

Type your message here




Lessons:

Everyone needs a Goach




Lessons:

Everyone gets hetter with Goaching




Lessons — There IS always more to do:

Importance of communication during an incident

Parent communication

Timing of communication

Importance of emergency Planning, Training and Drills

Use of the tools during training (maps, radios, Valcom, keys, partnerships)
Managing special populations of students

Having your own child in the building

Debriefing with staff

Psychology of staff and students during drills

Attendance during drills and following events

Support services after an event

Trauma informed practices — Drills and actual incident management
Benefits of Hold-after-Lockdown

Attending to Special Needs students

Technical Lessons & Considerations

Why did you need a communication tool?

Challenges of App based solutions vs. QR code?

Perspective of a small district.

Technology consistency

Ease of use and application — little training needed

Wifi considerations

Security of applications

Integration with other systems

Importance of emergency Planning, Training and Drills-What else did it open your eyes to?

Importance of communication during an incident — a void of information is bad
Trauma informed practices — Drills and actual incident management

Importance of emergency Planning, Training and Drills

Fear, Anxiety and Fear

Management of incident can result in better or worse recovery

Debriefing with staff is critically important to close any gaps of information

Psychology of staff and students during drills

Attendance during drills and following events

Support services after an event

Psychological benefits of Hold-after-Lockdown — less time in the dark, quicker recovery






“ Life Is not about walting
for the storm to pass, it's
leaming to dance inthe
ran
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Kala O"Grade
Plerce 9" Grade
Amyia 4"Grade
Reichen 1tGrade
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shenfl
local PDs
District Leaders
Technology

Transportation

Mental Heailth
Fre / EMS

EMA
Fire / EMS
DAs Office



10 leam,
students have to
feel safe.













Tomados
Human or natural disasters













shenfl
local PDs
District Leaders
Technology

Transportation

Mental Heailth
Fre / EMS

EMA
Fire / EMS
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2™ grade teacher
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mS. Keepers













-
(%)



All Hazards
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Glassroom

Teachers
students







10 learn, students
nave to feel safe.
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wWe canmake it
safe to educate!
Together




»

Safety & Security

lan Lopez
Director of Safety & Security for Cherry Creek Schools
Former Police Commander
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FALSE ALARM CAUSES MULTI AGENCY RESPONSE
TO WEST MIDDLE SCHOOL
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0 am - Childs - Security Coordinator, Kevin
Please remain on "Hold" even after you are checked until you here the all clear message come through on
the PA

10:04:09 am - Childs - Security Coordinator, Kevin

We are now moving through the building checking rooms at this time.

10:04:09 am - Childs - Security Coordinator, Kevin

We are now moving through the building checking rooms at this time.

9:5 am - Childs - Security Coordinator, Kevin

In a moment you will hear an announcement from the Principal explaining that we will be moving all rooms
into a "hold,” and then we will clear each room with a safety team member including law enforcement,
district security, and school staff as well.

9:52:03 am - Childs - Security Coordinator, Kevin

We are still clearing the building. We have confirmed that everyone is safe at this time.

In a moment we will be moving the entire building each room into a hold. After moving into a "hold,” you
will see Law Enforcement and District Security come by your room and clear it.

9:35:48 am - Stefanski - Dispatcher, Dylan

Stay in lockdown at this time until further advised

4:55 am - Stefanski - Dispatcher, Dylan

Nothing Seen by Security at this time

m -

Everything so far looks clear and you are all safe

9:27:08 am - Stefanski - Dispatcher, Dylan

Police are on scene and clearing the building.

9:18:13 am - Stefanski - Dispatcher, Dylan

Sro IS on scene and checking the building security is on scene

9:15:11 am - Stefanski - Dispatcher, Dylan

LOCKDOWNI! Locks, lights, out of sight. Maintain silence-quiet phones. (Initial message)

m - tivation

LOCKDOWN! Locks, lights, out of sight.




Broadcast History N

In a moment you will hear an announcement from Principal Roberts that all students will be going to their

2A class. If students leave the building they will be allowed to go if the parents come to the building we will
check them out as normal.

10:08:00 am - Childs - Security Coordinator, Kevin
Please remain on "Hold" even after you are checked until you here the all clear message come through on
the PA

10:04:09 am - Childs - Security Coordinator, Kevin

We are now moving through the building checking rooms at this time.

10:04:09 am - Childs - Security Coordinator, Kevin

We are now moving through the building checking rooms at this time.

9:56:59 am - Childs - Security Coordinator, Kevin

In a moment you will hear an announcement from the Principal explaining that we will be moving all rooms
into a "hold,” and then we will clear each room with a safety team member including law enforcement,
district security, and school staff as well.

9:52:03 am - Childs - Security Coordinator, Kevin

We are still clearing the building. We have confirmed that everyone is safe at this time.
9:52:03 am - Childs - Security Coordinator, Kevin

We are still clearing the building. We have confirmed that everyone is safe at this time.
9:45:19 am - Childs - Security Coordinator, Kevin

In a moment we will be moving the entire building each room into a hold. After moving inte a "hold," you
will see Law Enforcement and District Security come by your room and clear it.

9:35:48 am - Stefanski - Dispatcher, Dylan

Stay in lockdown at this time until further advised

9:34:55 am - Stefanski - Dispatcher, Dylan

Nothing Seen by Security at this time

9:27:50 am - Stefanski - Dispatcher, Dylan

Everything so far looks clear and you are all safe

9:27:08 am - Stefanski - Dispatcher, Dylan

Police are on scene and clearing the building.




Transition: HOLD-after-LOCKDOWN

Chat with help - Room 1

= 2:35:12 pm 9
You are SAFE. The PA
announcement will be made in a

@ lan Lopez - Director of Safety & Security To All

few minutes. You can move to
HOLD-after-LOCKDOWN once the
announcement is made. You can
turn on your lights, but please
remain in your rooms and talk
quietly. Safety Teams will be
coming to your rooms shortly to
check on you.

Good. Anything else we can help with.

2:33:52 pm « IAN LOPEZ (DIRECTOR SAFETY & SECURITY)

Several kids need to go to the bathroom
very soon.
2:34:21 pm - YOU

Type your message here




Grandview: HOLD-after-LOCKDOWN



The Five









The Standard Response Protocol

LOCKDOWN EVACUATE







HOLD-to-SECURE?

SECURE LOCKDOWN EVACUATE SHELTER




HOLD-to-LOCKDOWN?

0D OO

SECURE EVACUATE SHELTER

LOCKDOWN



HOLD-after-LOCKDOWNS

2000

SECURE LOCKDOWN EVACUATE SHELTER

HOLD



Transition: HOLD-after-Lockdown

LOCKDOWN

HOLD

Chat with help - Room 1

lan Lopez - Director of Safety & Security To All
= 2:35:12 pm 9
You are SAFE. The PA
announcement will be made in a
few minutes. You can move to
HOLD-after-LOCKDOWN once the
announcement is made. You can
turn on your lights, but please
remain in your rooms and talk
quietly. Safety Teams will be
coming to your rooms shortly to
check on you.

Good. Anything else we can help with.

2:33:52 pm « IAN LOPEZ (DIRECTOR SAFETY & SECURITY)

Several kids need to go to the bathroom
very soon.
2:34:21 pm - YOU

Type your message here










Alert & Warn Others
Respond

Manage

Recover
GCommunicate




Alert & Warn Others
Respond

Manage

Recover
GCommunicate




Alert & Warn Others
Respond




Alert & Warn Others
Respond




Alert & Warn Others
Respond

Manage

Recover
Communicate










COMMIT









Gonsistency
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—

Active Phase

Reunification Phase
1 to many hours

10 min




—

Active Phase

Reunification Phase
1 to many hours

10 min




—

Active Phase

Reunification Phase
1 to many hours

10 min




is rest fork

do what




Lynda Sailor
Chief Financial & Operating Officer, Founder,
Trustee Emeritus at Aspen Academy



Lessons Learned:

You have to putin the
Leadership Preperation
Practice
Relationships Communication






- L N
—

e

‘ﬁ? v
i T3
-_-!

it




Lessons Learned in Lockdown
Survey data - Intro Fall 2023

Question 1: I am confident that I can respond to a real emergency at my school.

Answer Percent Count
Not at all Confident 4.76% 1 | am confident that | can respond to a
Shightly Confident 4.76% 1 real emergency
Moderately Confident 28.57% 6
Very Confident 61.90% 13
Total N/A 21
l 4.76% 4.76%

Not at all Confident  Slightly Confident Moderately Very Confident
Confident




Lessons Learned In Lockdown
Survey Data - Fall 2023 with Kids

Answer Percent Count

e T e 0.00% 0 | am confident that | can respond to a
Slightly Confident 3.45% 1 real eme rgency

Moderately Confident 20.69% 6 o

Very Confident 75.86% 22 20.00%

Total N/A 29 60.00%

50.00%
40.00%
30.00%
20.00%
10.00%

0.00%

20.69%

2 o
0.00% 3.45%

Not at all Confident Slightly Confident Moderately Confident

Very Confident




Lessons Learned in Lockdown
Survey Data - Intro Fall 2024 with Kids

Question 1: I am confident that I can respond to a real emergency at my school.

Answer Percent | Count

Not at all confident 0.00% 0 | am confident that | can respond to a
Slightly Confident 0.00% 0 real emergency

Moderately Confident 20.51% 8 (o

Very Confident 79.49% 31 ]

Total N/A 39 80.00%

60.00%
40.00%

20.00%
0.00% 0.00%
0.00%

Not at all confident  Slightly Confident Moderately Very Confident
Confident




Thank You!
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